CSE 5311Notes 9: Hashing

(Last updded 6/1908 9:44 PM)
CLRS, Chapter 11
Review: 112: Chaning- related to perfect hashing method
11.3: Hash fundions skim universal hashing

114: Open addressing

CoLLISION HANDLING BY OPEN ADDRESSING

Saves space when records are small and chaining would waste a large fraction of space for links
Collisionsare handled by usng a probesequence for each key Da permutation of the table(® subcripts.
Hash fundionish(key, i) wherei isthe number of reprobeattempts tried.

Two specia key values (or flags) are used: never-used (-1) andrecycled (-2). Searches stop on never-
used, but continueonrecycled.

Linear Probing - h(key, i) = (key +1i) % m
Propaties:
1. Probesequences eventudly hit al dots.
2. Probesequences wrap back to beginning of table.

3. Exhibitslots of primary clugering (the end of a probe sequence coinddes with another
probesequence):
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4. Theeareony mprobesequences.

5. Exhibitslots of secondaty clugering: if two keys have thesame initial probe then ther
probesequences are the same.

Wha aboutusng h(key, i) = (key + 2*i) % 101 or h(key, i) = (key + 50%*) % 10007?



Suppo® al keys are equally likely to beaccessed. Isthere abest order for inserting keys?
Insert keys: 101, 171, 102, 103, 104, 105, 106
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Double Hashing Bh(key, i) = (h;(key) + i*hy(key)) % m
Propaties:
1. Probesequenceswill hit al dotsonly if misprime.
2. m*(mb1l) probesequences.
3. Eliminaes mog clugering.

Hash Fundions

h, =key % m

a hy=1+key % (mb1l)

b. h, =1+ (key/m) % (mb1)

c. Uselast few bits of key as h,, butmusg avoid zero.



UPPER BOUNDS ON EXPECTED PERFORMANCE FOR OPEN ADDRESSING

Double hashing comes very close to these results, but anaysis assumes that hash fundion provides
al ml pemutationsof sub<ripts.

1. Unsuccessful search with load factor of a = % Each successive probehas the effect of decreasing

table size and nunber of dotsin use by one

Before After After After After
first first secont third fourth
probe probe probe probe probe

n n-1 n-2 n-3 n-4
dots dots dots dots dots

m dots m-1dots m-2dots  m-3dots m-4dots

a. Probability that all searches have afirst probe 1
b. Probability tha search goes onto a second probe "= %
. ) . N#L . n .2
c. Probability tha search goes onto athird probe <" —<
m#1 m

, N#1 n#2 <,,2 n#2 <,,3

d. Probability that search goesonto afourth probe
m#1m#2 m# 2

Suppo®thetableislarge Sumthe probabilities for probesto get uppe boundon expected number
of probes:
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(much worse than chaning)

2. Inserting akey with load factor !

a. Exactly like unsuccessful search

b. 1 probes
1" #



3. Successful search
a. Searchingfor akey takes as many probes as inserting that particular key.

b. Eachinserted key increases theload factor, so theinserted key number i + 1 is expected

to take no more than
1 _ ™M probes
lll Ii m" i
m

c. Find expected probes for n consecutively inserted keys (each key isequdly likely to be

requested):
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$m % 1dx Upper bound on sum for decreasing function. CLIR3067 (A.12
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BRENTG REHASH - On-the-fly reorganization of adouble hash table (notin booK)
During insertion, moves no more than oneother key to avoid expected pendty onrecently inserted keys.
Diagram shows howi+1 , theincrease in thetotal number of probesto search for all keys, is minimized.
Expected probes for successful search ! 2.5. (Assumes uniform access probabilities.)

keyNew uses (j+1 )-prefix of its probesequence to reach dot with keyOld

keyOld ismovedi - additional postionsdown its probesequence
Insertion is more expensve, buttypicaly needsonly three searches pe key to amortize.

Unsauccessful search performance is the same.
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void insert (int keyNew, int r[])

{

int i,

init

inc =

ii, inc, init, j, jj, keydd;

hashfuncti on(keyNew); // hl(keyNew)
i ncrenment (keyNew) ; /1 h2(keyNew)

for (i=0;i<=TABSIZE;i ++)

printf("trying to add just %l to total of probe |engths\n",i+1);

for (j=i;j>=0;j--)
jj =(init +inc * j)WABSIZE;, // jj is the subscript for probe j+1 for keyNew
keyQd =r[jj];
ii = (jj+increment (keyd d)*(i-j))%ABSIZE, // Next reprobe position for keydd
printf("i=% j=% jj=% ii=%\n",i,j,jj,ii);
if (r[ii] == (-1)) [// keydd may be npved
{
riii] = keyd d;
rljjl = keyNew,
n++;
return;
}
}
}
}

PERFECT HASHING (CLRS 115)

Static key set

Obtain O(1) hashing (Gho collisonK) usng:

1. Preprocessing (condruding hash fundiong
and/or

2. Extra space (makes success more likely) - want cn, where c is small



Many informal approaches - typical applicationistable of reserved wordsin a compiler.

115 approach:

1. Suppoenkeysandm= n2 dots. Randomly assigning keys to dots gives prob. < 0.5 of any
collisons

2. Usetwo-levd structure (in onearray):

0

2
nj a b/nJ slots\

(see CLRS, p. 234)

n-1

" E[nj 2] < 2n, butthere are three othe values when nj> 1 and oneother value otherwise.

R

. illi Number of keys using 27 probes is 2587
Brent(3 method- about19.6 million keys Number of keys using 28 probes is 2324
Number of keys using 29 probes is 1996
0.910 | .f. expected=1.861 CPU 20. 103 h _ :
0.920 |.f. expected=1.895 CPU 20. 871 Number of keys using >=30 probes is 28108
0.930 | .f. expected=1.934 CPU 21. 760 . -
0.940 |.f. expected=1.978 CPU 22. 827 CLRS Perfect Hashing - 20 millionkeys
0.950 | .f. expected=2.031 CPU 24. 197
0.960 | .f. expected=2.096 CPU 26. 164 mal | oc' ed 240000000 bytes
0.970 | .f. expected=2.185 CPU 29.675 reall oc for 252875048 nore bytes
0.980 | .f. expected=2.330 CPU 39. 392 final structure will use 16.644 bytes per key
Retrieval s took 13.806 secs Subarray statistics
Wor st case probes is 311 Number with O keys is 7359314
Probe counts: Number with 1 keys is 7355353
Number of keys using 1 probes is 9613697 Number with 2 keys is 3678717
Number of keys using 2 probes is 4749162 Number with 3 keys is 1226305
Number of keys using 3 probes is 2247990 Number with 4 keys is 307055
Number of keys using 4 probes is 1151504 Number with 5 keys is 61381
Number of keys using 5 probes is 635443 Number with 6 keys is 10196
Number of keys using 6 probes is 374888 Number with 7 keys is 1460
Number of keys using 7 probes is 232958 Number with 8 keys is 195
Number of keys using 8 probes is 152086 Number with 9 keys is 23
Number of keys using 9 probes is 102572 Number with 10 keys is 1
Number of keys using 10 probes is 71736 Number with 11 keys is O
Number of keys using 11 probes is 51273 Number with 12 keys is 0O
Number of keys using 12 probes is 37975 Number with 13 keys is 0O
Number of keys using 13 probes is 29057 Number with >=14 keys is O
Number of keys using 14 probes is 22388 Time to build perfect hash structure 42. 347
Number of keys using 15 probes is 17749 Time to retrieve each key once 20.560
Number of keys using 16 probes is 14090
Number of keys using 17 probes is 11318
Number of keys using 18 probes is 9463
Number of keys using 19 probes is 7888
Number of keys using 20 probes is 6770
Number of keys using 21 probes is 5787
Number of keys using 22 probes is 4966
Number of keys using 23 probes is 4272
Number of keys using 24 probes is 3658
Number of keys using 25 probes is 3348
Number of keys using 26 probes is 2949



RIVESTE OPTIMAL HASHING (notin book)

Application of theassignment problem (weighted bipartite matching)

mrows

ncolumns(m! n)

Postive weights (some may smulate" )

Choog an entry in each row of M such tha:

No column has two entries chosn.

Thesumof thechosen entries is minimized.

Solved usng the Hungatian methodin " %mznf time or iterative use of Floyd-Warshdl

(assi gnFW ¢, Notes 11 reviews, CSE 2320Notes 16 details) in O(n4) time:

a. Tosmplify the presentation, assume M isnx n. (e.g. extrarows may befilled with™ )

b. Initia matching: Simply select theentries on thediagond of M.

c. Condruct complete weighted directed graph to use asingance for Hoyd-Warshdl:

1.

2.

5.

6.

L eft column of graph has a vertex for each row of M.
Right column of graph has a vertex for each column of M.

If Mij has been selected, then theedgefrom the vertex corresponding to column j to the
vertex corresponding to row i should beweighted with " Mj .

If Mij has not been selected, then the edgefrom the vertex corresponding to row i to the
vertex corresponding to column j shoud be weighted with Mij -

Edges between vertices correspondng to rows of M are weighted with " .

Edges between vertices correspondng to columnsof M are weighted with ™ .

d. FloydWarshdl is executed.

e. If angyaive-weightcycleisfound then the negaive-weight edges indicate entries to remove
from the matching while postive-weight edges indicate entriesto indude Goto c.



Example of Floyd-Warshd| Based Technique(hungari an2. dat )
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1 4 7 2 1 hasweight 16

2 3 8 5 0 and negaive cycler0(2)cl1 (-7)r1(4)cO(-1) r0
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1 4 7 2 1 hasweight 14

2 3 8 5 0 and negaive cyclerl (2)c2 (-5)r2(3) cO(-4) r1
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1 4 7 2 1 hasweight 10

2 3 8 5 0 and negative cycler0 (1) c0 (-3)r2 (0) c3(-3) r3(4) c1 (-2) r0

o lw

1 4 7 2 1 has weight 7

2 3 8 5 0 and no negaive cycles



Minimizing expected number of probes by placement of keysto beretrieved by a specific open
addressing technique(i.e. finishes wha Brent(® method started):

Static set of mkeys for table with n slots. Key i has request probability P;.
Follow probesequenceforkey i: §1,52.L ,Sm-

Assignweight jP; to MiSj . (Remainingentriesget " .)

Solve resulting assignment problem.

If Mij ischosen, then storekey i at dotj.

n
dots

keys

Minimizing worst-case nunber of probes (i.e. alternaive to pefect hashing):

No probabilities needed.
Similar approach to expected case, butnow assign mj to MiSj )
Any matching tha uses a smaller maximum j mug have a smaller total weight

mj + other costs m¥mj"1

Widerangeof magnitudes will beinconvenient in usng Hungaian method, but result will not
leave empty elementsin theprefix §1,§2.L ,Sj1 for aselected MiSj :
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Also possible to use binary search oningances of (unweighted) bipartite matching:

low =1
high=m /I Can aso hash al mkeysto get abeter uppe bound
whilelow! high
k = (low + highy2
Generate ingance of bipartite matching tha connests each key to k-prefix of that key@
probesequence.
Attempt to find matching with m edges.
if successful
high=k-1
Save this matching since it may bethefind solution.
else
low=k+1
< low istheworst-case number of probes needed>
Iteratively patch solution so that prefix elements of probesequences are naot left empty.

Generating indance of bipartite matching as maximum flow problem (unit capecity edges):

Slots




