
CSE 5311 Notes 9:  Hashing 
 

(Last updated 6/19/08 9:44 PM) 
 
CLRS, Chapter 11 
 
Review: 11.2:  Chaining - related to perfect hashing method 
 
  11.3:  Hash functions, skim universal hashing 
 
  11.4:  Open addressing 
 
 
COLLISION HANDLING BY OPEN ADDRESSING 
 
Saves space when records are small and chaining would waste a large fraction of space for links. 
 
Collisions are handled by using a probe sequence for each key Ð a permutation of the tableÕs subscripts. 
 
Hash function is h(key, i) where i is the number of reprobe attempts tried. 
 
Two special key values (or flags) are used:  never-used (-1) and recycled (-2).  Searches stop on never-
used, but continue on recycled. 
 
Linear Probing - h(key, i) = (key + i) % m 
 
 Properties: 
 

1. Probe sequences eventually hit all slots. 
 
2. Probe sequences wrap back to beginning of table. 
 
3. Exhibits lots of primary clustering (the end of a probe sequence coincides with another 

probe sequence): 
 

 i0  i1  i2  i3  i4  . . . ij  ij+1 . . . 
    ij  ij+1  ij+2 . . . 
 
4. There are only m probe sequences. 
 
5. Exhibits lots of secondary clustering:  if two keys have the same initial probe, then their 

probe sequences are the same. 
 
What about using h(key, i) = (key + 2*i) % 101 or h(key, i) = (key + 50*i) % 1000? 
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Suppose all keys are equally likely to be accessed.  Is there a best order for inserting keys? 
 

0

1

2

3

4

5

6

0

1

2

3

4

5

6

Insert keys:  101, 171, 102, 103, 104, 105, 106

 
 
 

Double Hashing Ð h(key, i) = (h1(key) + i*h2(key)) % m 
 
 Properties: 
 

1. Probe sequences will hit all slots only if m is prime. 
 
2. m*(m Ð 1) probe sequences. 
 
3. Eliminates most clustering. 
 
Hash Functions: 
 

h1 = key % m 
 

a. h2 = 1 + key % (m Ð 1) 
 

b. h2 = 1 + (key/m) % (m Ð 1) 
 
c. Use last few bits of key as h2, but must avoid zero. 
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UPPER BOUNDS ON EXPECTED PERFORMANCE FOR OPEN ADDRESSING 
 
Double hashing comes very close to these results, but analysis assumes that hash function provides 
all m! permutations of subscripts. 
 

1. Unsuccessful search with load factor of 

! 

" =
n
m

.  Each successive probe has the effect of decreasing 

table size and number of slots in use by one. 
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a. Probability that all searches have a first probe  1 
 

b. Probability that search goes on to a second probe  

!  

" =
n
m

 

 

c. Probability that search goes on to a third probe  

!  
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d. Probability that search goes on to a fourth probe  

!  

"
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<" 2 n # 2
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. . . 
 
 Suppose the table is large.  Sum the probabilities for probes to get upper bound on expected number 

of probes: 
 

  

!  

" i
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#
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   (much worse than chaining) 

 
2. Inserting a key with load factor !  
 

a. Exactly like unsuccessful search 
 

b. 

!  

1
1" #

 probes 
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3. Successful search 
 

a. Searching for a key takes as many probes as inserting that particular key. 
 
b. Each inserted key increases the load factor, so the inserted key number i + 1 is expected 
 to take no more than 
 
 

!  

1
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 probes 

 
c. Find expected probes for n consecutively inserted keys (each key is equally likely to be 

requested): 
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BRENTÕS REHASH - On-the-fly reorganization of a double hash table (not in book) 
 
During insertion, moves no more than one other key to avoid expected penalty on recently inserted keys. 
 
Diagram shows how i+1 , the increase in the total number of probes to search for all keys, is minimized. 
 
Expected probes for successful search !  2.5.  (Assumes uniform access probabilities.) 
 
 keyNew uses (j+1 )-prefix of its probe sequence to reach slot with keyOld  
 
 keyOld  is moved i - j  additional positions down its probe sequence 
 
Insertion is more expensive, but typically needs only three searches per key to amortize. 
 
Unsuccessful search performance is the same. 
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h1(keyNew)

keyOld

j probes

i-j probes

-1

(h1(keyNew)+j*h2(keyNew))%m jj

(jj+(i-j)*h2(keyOld))%m

i   j   i-j    
0   0    0
1   1    0
    0    1
2   2    0
    1    1
    0    2
3   3    0
    2    1
    1    2
    0    3 
4   4    0
    3    1
    2    2
    1    3
    0    4
     .
     .
     .

ii

 
 
 

voi d i nser t  ( i nt  keyNew,  i nt  r [ ] )  
{  
i nt  i ,  i i ,  i nc ,  i ni t ,  j ,  j j ,  keyOl d;  
 
i ni t  = hashf unct i on( keyNew) ;   / /  h1( keyNew)  
i nc = i ncr ement ( keyNew) ;       / /  h2( keyNew)  
f or  ( i =0; i <=TABSI ZE; i ++)  
{  
  pr i nt f ( " t r y i ng t o add j ust  %d t o t ot al  of  pr obe l engt hs\ n" , i +1) ;  
  f or  ( j =i ; j >=0; j - - )  
  {  
    j j  = ( i ni t  + i nc *  j ) %TABSI ZE;  / /  j j  i s  t he subscr i pt  f or  pr obe j +1 f or  keyNew 
    keyOl d = r [ j j ] ;  
    i i  = ( j j +i ncr ement ( keyOl d) * ( i - j ) ) %TABSI ZE;  / /  Next  r epr obe pos i t i on f or  keyOl d 
    pr i nt f ( " i =%d j =%d j j =%d i i =%d\ n" , i , j , j j , i i ) ;  
    i f  ( r [ i i ]  == ( - 1) )   / /  keyOl d may be moved 
    {  
      r [ i i ]  = keyOl d;  
      r [ j j ]  = keyNew;  
      n++;  
      r et ur n;  
    }  
  }  
}  
}  
 
 
PERFECT HASHING (CLRS 11.5) 
 
Static key set 
 
Obtain O(1) hashing (Òno collisionsÓ) using: 
 

1. Preprocessing (constructing hash functions) 
 
   and/or 
 
2. Extra space (makes success more likely) - want cn, where c is small 
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Many informal approaches - typical application is table of reserved words in a compiler. 
 
11.5 approach: 
 

1. Suppose n keys and m = n
2
 slots.  Randomly assigning keys to slots gives prob. < 0.5 of any 

collisions. 
 
2. Use two-level structure (in one array): 
 
0

n-1

j . . .
nj

nj a b
nj2 slots

(see CLRS, p. 234)

 
 

 

!  

E n j
2[ ]" < 2n, but there are three other values when 

!  

n j >1 and one other value otherwise. 

 
BrentÕs method - about 19.6 million keys 
 
0. 910 l . f .  expect ed=1. 861 CPU 20. 103 
0. 920 l . f .  expect ed=1. 895 CPU 20. 871 
0. 930 l . f .  expect ed=1. 934 CPU 21. 760 
0. 940 l . f .  expect ed=1. 978 CPU 22. 827 
0. 950 l . f .  expect ed=2. 031 CPU 24. 197 
0. 960 l . f .  expect ed=2. 096 CPU 26. 164 
0. 970 l . f .  expect ed=2. 185 CPU 29. 675 
0. 980 l . f .  expect ed=2. 330 CPU 39. 392 
Ret r i eval s t ook 13. 806 secs 
Wor st  case pr obes i s  311 
Pr obe count s:  
Number  of  keys usi ng 1 pr obes i s  9613697 
Number  of  keys usi ng 2 pr obes i s  4749162 
Number  of  keys usi ng 3 pr obes i s  2247990 
Number  of  keys usi ng 4 pr obes i s  1151504 
Number  of  keys usi ng 5 pr obes i s  635443 
Number  of  keys usi ng 6 pr obes i s  374888 
Number  of  keys usi ng 7 pr obes i s  232958 
Number  of  keys usi ng 8 pr obes i s  152086 
Number  of  keys usi ng 9 pr obes i s  102572 
Number  of  keys usi ng 10 pr obes i s  71736 
Number  of  keys usi ng 11 pr obes i s  51273 
Number  of  keys usi ng 12 pr obes i s  37975 
Number  of  keys usi ng 13 pr obes i s  29057 
Number  of  keys usi ng 14 pr obes i s  22388 
Number  of  keys usi ng 15 pr obes i s  17749 
Number  of  keys usi ng 16 pr obes i s  14090 
Number  of  keys usi ng 17 pr obes i s  11318 
Number  of  keys usi ng 18 pr obes i s  9463 
Number  of  keys usi ng 19 pr obes i s  7888 
Number  of  keys usi ng 20 pr obes i s  6770 
Number  of  keys usi ng 21 pr obes i s  5787 
Number  of  keys usi ng 22 pr obes i s  4966 
Number  of  keys usi ng 23 pr obes i s  4272 
Number  of  keys usi ng 24 pr obes i s  3658 
Number  of  keys usi ng 25 pr obes i s  3348 
Number  of  keys usi ng 26 pr obes i s  2949 

Number  of  keys usi ng 27 pr obes i s  2587 
Number  of  keys usi ng 28 pr obes i s  2324 
Number  of  keys usi ng 29 pr obes i s  1996 
Number  of  keys usi ng >=30 pr obes i s  28108 
 

CLRS Perfect Hashing - 20 million keys 
 
mal l oc ' ed 240000000 byt es 
r eal l oc f or  252875048 mor e byt es 
f i nal  s t r uct ur e wi l l  use 16. 644 byt es per  key 
Subar r ay st at i s t i cs:  
Number  wi t h 0 keys i s  7359314 
Number  wi t h 1 keys i s  7355353 
Number  wi t h 2 keys i s  3678717 
Number  wi t h 3 keys i s  1226305 
Number  wi t h 4 keys i s  307055 
Number  wi t h 5 keys i s  61381 
Number  wi t h 6 keys i s  10196 
Number  wi t h 7 keys i s  1460 
Number  wi t h 8 keys i s  195 
Number  wi t h 9 keys i s  23 
Number  wi t h 10 keys i s  1 
Number  wi t h 11 keys i s  0 
Number  wi t h 12 keys i s  0 
Number  wi t h 13 keys i s  0 
Number  wi t h >=14 keys i s  0 
Ti me t o bui l d per f ect  hash st r uct ur e 42. 347 
Ti me t o r et r i eve each key once 20. 560 
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RIVESTÕS OPTIMAL HASHING (not in book) 
 
Application of the assignment problem (weighted bipartite matching) 
 
 m rows 
 
 n columns (m !  n) 
 
 Positive weights (some may simulate " ) 
 
 Choose an entry in each row of M such that: 
 
  No column has two entries chosen. 
 
  The sum of the chosen entries is minimized. 
 

Solved using the Hungarian method in 

!  

" m2n# 
$ 
% & 

'  
(  time or iterative use of Floyd-Warshall 

(ass i gnFW. c, Notes 11 reviews, CSE 2320 Notes 16 details) in 

! 

" n4# 
$ 
% & 

' 
(  time: 

 
a. To simplify the presentation, assume M is n x n.  (e.g. extra rows may be filled with " ) 
 
b. Initial matching:  Simply select the entries on the diagonal of M. 
 
c. Construct complete weighted directed graph to use as instance for Floyd-Warshall: 
 

1. Left column of graph has a vertex for each row of M. 
 
2. Right column of graph has a vertex for each column of M. 
 
3. If 

!  

Mij  has been selected, then the edge from the vertex corresponding to column j to the 

vertex corresponding to row i should be weighted with 

!  

" Mij . 

 
4. If 

!  

Mij  has not been selected, then the edge from the vertex corresponding to row i to the 

vertex corresponding to column j should be weighted with 

!  

Mij . 

 
5. Edges between vertices corresponding to rows of M are weighted with " . 
 
6. Edges between vertices corresponding to columns of M are weighted with " . 
 

d. Floyd-Warshall is executed. 
 
e. If a negative-weight cycle is found, then the negative-weight edges indicate entries to remove 

from the matching while positive-weight edges indicate entries to include.  Go to c. 
 

 



 8 

Example of Floyd-Warshall Based Technique (hungar i an2. dat ) 
 
 
 0 1 2 3 
0 1 2 0 0 
 
1 4 7 2 1 has weight 16  
 
2 3 8 5 0 and negative cycle r0 (2) c1 (-7) r1 (4) c0 (-1) r0 
 
3 7 4 7 3 
 
 
 0 1 2 3 
0 1 2 0 0 
 
1 4 7 2 1 has weight 14  
 
2 3 8 5 0 and negative cycle r1 (2) c2 (-5) r2 (3) c0 (-4) r1 
 
3 7 4 7 3 
 
 
 0 1 2 3 
0 1 2 0 0 
 
1 4 7 2 1 has weight 10  
 
2 3 8 5 0 and negative cycle r0 (1) c0 (-3) r2 (0) c3 (-3) r3 (4) c1 (-2) r0 
 
3 7 4 7 3 
 
 
 0 1 2 3 
0 1 2 0 0 
 
1 4 7 2 1 has weight 7 
 
2 3 8 5 0 and no negative cycles 
 
3 7 4 7 3 
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Minimizing expected number of probes by placement of keys to be retrieved by a specific open 
addressing technique (i.e. finishes what BrentÕs method started): 
 

 Static set of m keys for table with n slots.  Key i has request probability Pi. 
 
 Follow probe sequence for key i:    

!  

Si1,Si2,L ,Sim. 
 
 Assign weight 

!  

jPi  to 

!  

MiSij .  (Remaining entries get " .) 

 
 Solve resulting assignment problem. 
 
 If 

!  

Mij  is chosen, then store key i at slot j. 

 

 

n
slots

m
keys

 
 
 
Minimizing worst-case number of probes (i.e. alternative to perfect hashing): 
 
 No probabilities needed. 
 

 Similar approach to expected case, but now assign 

!  

mj  to 

!  

MiSij . 

 
  Any matching that uses a smaller maximum j must have a smaller total weight: 
 

!  

mj + other costs> m¥mj"1 
 

Wide range of magnitudes will be inconvenient in using Hungarian method, but result will not 
leave empty elements in the prefix 

  

!  

Si1,Si2,L ,Sij "1 for a selected 

!  

MiSij . 
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 Also possible to use binary search on instances of (unweighted) bipartite matching: 
 

low = 1 
high = m                      // Can also hash all m keys to get a better upper bound 
while low !  high 
 k = (low + high)/2 
 Generate instance of bipartite matching that connects each key to k-prefix of that keyÕs 

probe sequence. 
 Attempt to find matching with m edges. 
 if successful 
  high = k - 1 
  Save this matching since it may be the final solution. 
 else 
  low = k + 1 
< low is the worst-case number of probes needed> 
Iteratively patch solution so that prefix elements of probe sequences are not left empty. 
 
Generating instance of bipartite matching as maximum flow problem (unit capacity edges): 
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